МОСКОВСКАЯ
МЕЖДУНАРОДНАЯ
МОДЕЛЬ ООН
ИМ. В.И.ЧУРКИНА 2022

COMMISSION ON
NARCOTIC DRUGS
EXPERT REPORT

TACKLING DRUG TRAFFICKING
IN THE CONTEXT OF
GLOBALIZATION AND
DIGITALIZATION

CONTENTS
GLOSSARY AND ABBREVIATIONS.........................3
INTRODUCTION...................................................................5
CHAPTER 1. INFORMATION ON THE
COMMISSION ON NARCOTIC DRUGS
AND OTHER SIGNIFICANT
ORGANIZATIONS ON DRUG CONTROL................7
1.1. ORGANIZATIONS WITHIN THE UNITED NATIONS
SYSTEM.........................................................................................................................7
1.2. DRUG CONTROL ORGANIZATIONS ON THE REGIONAL
LEVEL............................................................................................................................11

CHAPTER 2. BACKGROUND INFORMATION....15
2.1. THE BEGINNINGS OF THE INTERNATIONAL DRUG
CONTROL...................................................................................................................15
2.2. MID-POINT MILESTONES: THREE CORE CONVENTIONS
ON NARCOTIC DRUGS.......................................................................................18
2.3. THE “UNGASS DECADES”: CURRENT STATE OF THE
GLOBAL PARTNERSHIP...................................................................................24

CHAPTER 3. OVERVIEW OF THE GLOBAL
ILLEGAL DRUG SUPPLY AND DEMAND.............31

1

CONTENTS
CHAPTER 4. COMBATING TRANSBOUNDARY
TRAFFICKING......................................................................36
4.1. SECURITY AND BORDER POLICY BETWEEN RUSSIA AND
KAZAKHSTAN........................................................................................................37
4.2. MÉRIDA INITIATIVE OR PLAN MEXICO.........................................39
4.3. SHANGHAI COOPERATION ORGANIZATION...........................41

CHAPTER 5. FIGHTING DARKNET
MARKETS..............................................................................44
5.1. SILK ROAD TAKE DOWN........................................................................45
5.2. ALPHABAY SEIZURE................................................................................47

CONCLUSION.....................................................................49
REFERENCES......................................................................51

2

GLOSSARY AND ABBREVIATIONS
UNODC — United Nations Office on Drugs and Crime
CND — Commission on Narcotic Drugs
INCB — International Narcotics Control Board
UNDCP — United Nations Drug Control Programme
UNGASS — United Nations General Assembly Special
Session
Drug trafficking — global illicit trade involving the
cultivation, manufacture, distribution and sale of
substances which are subject to drug prohibition laws.
Onion
routing
—
technique
for
anonymous
communication over a computer network.
Transnational Organized Crime (TOC) — virtually all
serious profit-motivated criminal actions of an
international nature where more than one country is
involved (including drug trafficking, smuggling of migrants,
human trafficking, money-laundering, trafficking in
firearms, counterfeit goods, wildlife and cultural property,
and even some aspects of cybercrime).
Digitalization — use of digital technologies to change a
business model and provide new revenue and valueproducing opportunities; process of moving business into
digital forms.
Globalization — increasing integration of economies and
societies around the world; an inevitable phenomenon in
human history, in that the world is becoming more
interconnected through the exchange of goods and
products, information, knowledge, and cultural values.
Darknet markets (Dark markets) — dark web black
markets that offer illicit goods for sale, often using
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cryptocurrencies as a method of payment.
Cryptomarket — online forum where goods and services
are exchanged between parties who use digital encryption
to conceal their identities; online marketplace platform
bringing together multiple vendors and listing mostly illegal
and illicit goods and listing mostly illegal and illicit goods
and services for sale.
Dark web (Darknet) — small portion of the deep web that
has been intentionally hidden and is inaccessible through
standard web browsers.
Cyber security — application of technologies, processes
and controls to protect systems, networks, programs,
devices and data from cyber attacks; set of measures that
focuses on protecting computer systems from
unauthorised access or being otherwise damaged or made
inaccessible.
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INTRODUCTION
“The drug problem cannot be wished away
by good intentions, and the international community
must be prepared for a long and grueling fight.”
— Hennadiy Udovenko, the 52nd President
of the UN General Assembly
Drug trafficking is a significant part of the world’s illicit
economy, representing about one-third of the total value of
the global black market. The illicit drug trade continues to
hold back economic and social development, and it still
remains a fundamental threat to security and stability in some
parts of the world.
Despite the long history of fighting drug abuse on the
national, regional and global levels, drug use persists and, in
some contexts, even proliferates. In 2019, around 275 million
people used drugs, up by 22% from 2010. By 2030, the
number of people using drugs is expected to rise by 11%
1
around the world. It has only been two decades since the
motto of a “drug-free world” was put forward for the first
time in 1998, but today, such a prospect already seems almost
impossible.
In the era of globalization and digitalization it is especially
challenging to keep the criminal activity in check. The
liberalization of international markets, increase in online
communication, rapid development of cryptocurrencies and
persistent growth of darknet markets — all of this has brought
substantial changes to the global drug distribution, making it
even more complex. Since the beginning of 2020, the COVID1. UNODC World Drug Report 2021.
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19 are yet to be dealt with.
In dealing with the world drug problem, one thing is truly
certain: close international cooperation is crucial to reach
stability and containment in drug control. Current changes in
the global drug production and trafficking necessitate a
systemic redrawing of global drug control lines; the old treaty
system should be remodeled to reflect a new approach and
narrative. Fighting organized crime is impossible without
further harmonization of international criminal law.
In the context of the growing divergence among the
countries on the matter of specific points in drug control,
reaching a strong, stable consensus requires a lot of effort.
Negotiating and finding unprecedented solutions, however, is
the only way to move the progress forward, contributing to
the everlasting fight against drug abuse.
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CHAPTER 1. INFORMATION ON THE
COMMISSION ON NARCOTIC DRUGS
AND OTHER SIGNIFICANT
ORGANIZATIONS ON DRUG CONTROL
1.1. ORGANIZATIONS WITHIN THE
UNITED NATIONS SYSTEM
The Commission on Narcotic Drugs (CND) was established
by the ECOSOC in 1946 to assist the Council in supervising the
application of the international drug control treaties. In 1991,
the General Assembly expanded the mandate of the CND to
enable it to function as the governing body of the United
Nations Office on Drugs and Crime.

Mandate & Functions
The CND reviews and analyzes the global drug situation,
considering supply and demand reduction, and takes action
through resolutions and decisions. It has two distinct
mandate areas: (1) treaty-based and normative functions
under the international drug control conventions and (2)
operational, policy-guidance functions as the governing body
of the United Nations International Drug Control Programme.
Both of these areas are discussed in detail below.
The CND reports to ECOSOC and advises on all aspects of the
control of narcotic drugs, psychotropic substances and their
precursors. Under the Single Convention of 1961 the
Convention on Psychotropic Substances of 1971, on
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recommendations from the World Health Organization
(WHO), the CND can add drugs to or remove them from
international control under the conventions, or can change
the schedules under which they are listed. Under the Illicit
Trafficking Convention of 1988, on the advice of the INCB the
CND can bring chemicals that are frequently used in the
2
manufacture of narcotic drugs under international control.
In the resolution 1991/38 of the ECOSOC, the Commission was
requested to monitor the activities of the United Nations
International Drug Control Programme (UNDCP), which is
administered by the United Nations Office on Drugs and
Crime (UNODC). As a governing body of the UNDCP, the
Commission approves the budget of the UNDCP Fund. In
resolution 1999/30 of the Economic and Social Council, the
3
CND was requested to enhance its functioning.

Membership
Members of the CND are elected from the States Members of
the United Nations and members of the specialized agencies
and the Parties to the Single Convention of 1961 for four-year
terms. The Commission is chaired by a Bureau, including one
member from each of the regional groups.
In 1991, the ECOSOC extended the membership of the CND
from 40 to 53 members. The seats are
distributed among the
4
regional groups in the following way :
2. Guide to the Commission on Narcotic Drugs. — Vienna NGO Committee on Drugs, 2018.
3. United Nations Commission on Narcotic Drugs’ official website: Mandate and Functions.
URL:https://www.unodc.org/unodc/en/commissions/CND/Mandate_Functions/Mandate-andFunctions_index.html
4. United Nations Commission on Narcotic Drugs’ official website: Membership and Bureau. URL:
https://www.unodc.org/unodc/en/commissions/CND/Membership/Membership.html
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Figure 1. Regional distribution of seats
in the Commission on Narcotic Drugs 5
Subsidiary bodies
The Commission on Narcotic Drugs has five subsidiary bodies:
Subcommission on Illicit Drug Traffic and Related Matters
in the Near and Middle East;
Heads of National Drug Law Enforcement Agencies
(HONLEA):
o HONLEA Europe — HONEUR;
o HONLEA Latin America and the Caribbean — HONLAC;
o HONLEA Africa — HONLAF;
o HONLEA Asia and the Pacific — HONLAP.
These subsidiary bodies were established in order to enhance
the cooperation in drug law enforcement activities at the
regional level. Their meetings usually take place annually to
identify urgent policy and enforcement issues in their regions,
establish working groups to analyze the existing problems,
and then bring their reports6 and recommendations to the
attention of the Commission.
5. Composed by the Expert on the basis of the CND’s official website: Membership and Bureau.
6. United Nations Commission on Narcotic Drugs official website: Subsidiary
URL:https://www.unodc.org/unodc/en/commissions/CND/Subsidiary_Bodies/SubsidiaryBodies_Index.html
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bodies.

Another organization worth mentioning is the International
Narcotics Control Board (INCB), the main monitoring body
for the implementation of the United Nations international
drug control conventions established in 1968 in accordance
with the 1961 Single Convention.

Mandate & Functions
INCB deals with both licit and illicit drug production. As
regards the licit manufacture and use of drugs, INCB makes
sure that adequate supplies of drugs are available for medical
and scientific uses and that the diversion of drugs from licit
sources to illicit channels does not occur. INCB also monitors
governments' control over chemicals used in the illicit
manufacture of drugs and assists them in preventing the
diversion of those chemicals into the illicit traffic. Speaking
about the illicit manufacture, trafficking and use of drugs, the
Board identifies weaknesses in the national control systems
and gives recommendations on correcting such situations.
INCB is also responsible for assessing chemicals used in the
illicit manufacture of drugs, in order to determine
whether
7
they should be placed under international control.
In practice, the Board does the following:
administers assessment systems for psychotropic
substances and narcotic drugs, as well as monitors licit
activities involving drugs through a statistical returns
system;
monitors the measures taken by Governments to prevent

7. International Narcotics Control Board official website:
https://www.incb.org/incb/en/about/mandate-functions.html

Mandate

and

Functions.

URL:
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the diversion of substances and their precursors into illicit
channels;
analyses
information
provided
by
international
organizations, making sure that the provisions of the
international drug control treaties are adequately
implemented by Governments, and recommends
potential measures;
maintains a permanent dialogue with Governments to
assist them in their obligations under the international
drug control treaties and recommends, where possible
and appropriate, technical or financial assistance to be
provided.

Membership
INCB has 13 members, each elected by the ECOSOC for a
period of five years. Ten of the members are elected from a
list of persons nominated by Governments, and the remaining
three members are elected from a list of persons nominated
by the World Health Organization (WHO) for their medical,
8
pharmacological or pharmaceutical experience. The members
of the INCB can be re-elected for another five-year term.

1.2. DRUG CONTROL ORGANIZATIONS
ON THE REGIONAL LEVEL
In most of the world’s regions there are intergovernmental
organizations dedicated to tackling drug trafficking and
abuse. Some of the most important of them are described in
the table below.
8.
nternational
Narcotics
Control
https://www.incb.org/incb/en/about.html
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Board

official

website:

About

us.

URL:

Table 1. Regional organizations on drug control

Region

Organization
CICAD

North and
Latin America

EMCDDA
Europe

CARICC
Eurasia

9

Brief description
Established by the General
Assembly of the Organization of
American States (OAS) in 1986,
the Inter-American Drug Abuse
Control Commission is the
Western Hemisphere's policy
forum for channeling the
member
states’
collective
efforts
to
reduce
the
production, trafficking and use
of illegal drugs.

Established in 1993 as a
"reference point" on drug
usage for the EU member
states,
the
European
Monitoring Centre for Drugs
and Drug Addiction delivers
"factual, objective, reliable and
comparable information" about
drug usage, drug addiction and
related health complications.
In 2004, the UNODC launched a
project to establish the Central
Asian Regional Information
and Coordination Centre in
order to improveinter - agency
cooperation. The main reason
for the Centre’s creation was to
counter the problem of drug
trafficking from Afghanistan.

9. Based on the information from the International Drug Policy Consortium official website. URL:
https://idpc.net/policy-advocacy/regional-work
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ANCB
East and South
East Asia

SDOMD
South Asia

AU STC-HPDC
Africa

WACD
West Africa
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Established in 1976, the ASEAN
Office of Narcotics Control Board
is the ASEAN agency that acts to
prevent and resolve drug abuse in
the South Asia region. ANCB
consists of the main offices in
Bangkok, Thailand, and 9 other
regional offices.
The SAARC Drug Offences
Monitoring Desk was established
in 1992 in Colombo. It has a wide
range of activities from receiving
and processing all relevant drug
related information within the
region to identifying the suspects
of drug related offences through
the international databases.
The African Union’s Specialized
Technical Committee on Health,
Population and Drug Control
reviews
progress
on
the
implementation of continental
policies, strategies, programmes
and decisions in its sector, as well
as identifies areas of cooperation.
The first meeting of the AU STCHPDC was held in Ethiopia in
2015.
With the support of leading
experts, the West Africa
Commission on Drugs has been
analyzing the problems of
trafficking and drug addiction in
order to deliver authoritative
reports and comprehensive
policy recommendations since
2013.

International cooperation on the regional level plays a crucial
role in tackling world drug trafficking. Partnerships between
the regional organizations and the UN entities on the matter
of drug control ensure the most effective implementation of
the international treaties’ main principles.
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CHAPTER 2. BACKGROUND
INFORMATION
2.1. THE BEGINNINGS OF THE
INTERNATIONAL DRUG CONTROL
The history of international drug control is acknowledged to
have begun at the beginning of the last century. The core
reason for the global concern about illicit drug trade was the
opium pandemic in China that had started at the end of the
19th century. By the beginning of the 1900s, the global trade
in drugs was becoming a global problem requiring a global
solution.

The first international conference on narcotic drugs was
held in Shanghai in 1909. It was focused on the widespread
opium use in the country and paved the way for the
subsequent International Opium Convention of the Hague,
10
which was signed in 1912 and entered into force in 1915.
During World War I, the levels of alcohol and drug use in
several countries, 11 including Germany, France, and the UK,
have rapidly risen , and the International Opium Convention
became part of the World War I12 peace treaties, accelerating
its ratification by many countries.
As of 1920, the international drug control came under the
auspices of the League of Nations.
10. A Century of International Drug Control // United Nations Office on Drugs and Crime. — 2008. — p. 7
11.. Berridge V. Drugs, alcohol, and the First World War // The Lancet, 384 (9957). — 2014. — pp. 18401841.
12. A Century of International Drug Control. — p. 10.
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By a resolution of the League of Nations on 15 December
1920, the Opium Advisory Committee (OAC) was established
to supervise the implementation of the International Opium
Convention of 1912. This institution was the forerunner of the
current Commission on Narcotic Drugs.
OAC’s first efforts were focused on gaining information about
worldwide imports, exports, consumption, reserve stocks of
13
drugs and other figures. Its work led to the creation of
several important treaties on drug control, including the:
Agreement concerning the Suppression of the
Manufacture of, Internal Trade in, and Use of, Prepared
Opium of 1925,
Convention for Limiting the Manufacture and Regulating
the Distribution of Narcotic Drugs of 1931,
Convention for the Suppression of the Illicit Traffic in
Dangerous Drugs of 1936.
The 1925 Convention established the Permanent Central
14
Board , the forerunner of the International Narcotics Control
Board (INCB), and the 1936 Convention was the first treaty to
specifically address the drug15trafficking, making certain drug
offences international crimes .
However, several circumstances had a detrimental impact on
the international drug control under the auspices of the
League of Nations.

13. Ibid, p. 51.
14. Agreement concerning the Suppression of the Manufacture of, Internal Trade in, and Use of,
Prepared Opium. — Geneva, 11 February 1925. — Art. 19-27.
15. Convention for the Suppression of the Illicit Traffic in Dangerous Drugs. — Geneva, 26 June 1936 and
Lake Success, New York, 11 December 1946.
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Emerging totalitarian states challenged the international
order, undermining the fragile cooperation system
constructed during the 1920s.16 Increasing political tensions in
the late 1930s weakened international cooperation, and as a
result, the 1936 Convention was only signed and ratified by 13
17
countries. After the World War II had started in 1939, drug
control priorities were supplanted by more immediate foreign
18
policy imperatives.
Following World War II, international relations changed
dramatically, and the development of multilateralism in drug
control relied more than ever on diplomacy and consensus
building. International drug control became part of the tasks
assumed by the United Nations, and in 1946, the Commission
on Narcotic Drugs (CND) was established as a functional
commission of the ECOSOC. The functions of the previous
Opium Section were taken over by the Division on 19Narcotic
Drugs (DND), which acted as a secretariat to the CND.
Throughout the 1940s, several synthetic drugs were created
(such as methadone and pethidine), and one of the CND’s
goals was to devise mechanisms of controlling their
production and distribution. The 1948 Synthetic Narcotics
Protocol was thus drafted, and it came into force in 1949.

16. McAllister W. B. Drug Diplomacy in the Twentieth Century. – Routledge, 2002.
17. Those being Belgium, Brazil, Canada, China, Colombia, Egypt, France, Greece, Guatemala, Haiti, India,
Romania and Turkey.
18. A Century of International Drug Control. — p. 57.
19. Fazey C. S. J. The Commission on Narcotic Drugs and the United Nations International Drug Control
Programme: Politics, Policies and Prospect for Change // International Journal of Drug Policy, 14 (2). –
2003. — pp. 155-169.
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In June 1953, countries agreed to the elaboration of a Protocol
for Limiting and Regulating the Cultivation of the Poppy Plant,
the Production of, International and Wholesale Trade in and Use
of Opium, known more simply as the 1953 Opium Protocol. The
1953 Opium Protocol contained the most stringent drug-control
provisions that had ever been included in international law 20
, and
only seven countries — Bulgaria, Greece, India, Iran, Turkey, the
USSR and Yugoslavia – were authorized to produce opium for
export.21 However, the number of the countries that signed and
ratified the treaty was not sufficient for it to enter into force until
1963, when the Single Convention on Narcotic Drugs of 1961 had
already been established. The latter entered into force in
December 1964, superseding the Protocol — it was, therefore,
only in force for a year and a half.

2.2. MID-POINT MILESTONES: THREE
CORE CONVENTIONS ON NARCOTIC
DRUGS
By the mid-century, it became clear that the large number of
international drug treaties, with their differing types and levels
22
of control, had become confusing and unwieldy . Charles
Henry Ludovic Sharman, the first Chair of the CND, Harry J.
Anslinger, the first Commissioner of the U.S. Federal Bureau
of Narcotics, and their allies had the CND recommend to
ECOSOC the idea of consolidating all existing treaties into a
single convention, which would also be an opportunity to
tighten the existing provisions.23
20. A Century of International Drug Control. — p. 60.
21. Protocol for Limiting and Regulating the Cultivation of the Poppy Plant, the Production of,
International and Wholesale Trade in, and use of Opium. — New York, 23 June 1953. — Art. 6.
22. Sinha J. The history and development of the leading international drug control conventions. –
Library of Parliament, Canada, 2001.
23. Ibid.
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This idea was negotiated for more than a decade, and in 1961,
the complete draft was ready to be presented for discussion.
It became the Single Convention on Narcotic Drugs, which
was signed in 1961 and entered into force in 1964. The Single
Convention superseded and terminated all the previous
international
conventions, protocols and treaties on drug
24
control. The Single Convention achieved three main
objectives: it codified all existing multilateral treaty laws into
one single document, streamlined the control machinery and
extended the existing controls.
As for the first objective, the main provisions established by
the previous treaties were mostly retained. The Single
Convention retained the concept of drug previously
controlled by the 1948 Protocol. The Single Convention's
Schedules of drugs range from most restrictive, in this order:
Schedule IV (particularly dangerous drugs), Schedule I (drugs
constituted under the standard regime of the Single
Convention), Schedule II (drugs controlled slightly less strictly
than those in Schedule I) and Schedule
III (drugs controlled
25
less strictly than other preparations).
The second objective — to simplify and streamline the control
machinery — led to the establishment of the International
arcotics Control Board (INCB) in 1968. INCB was (and still
remains) the independent monitoring body responsible for
the implementation of the United Nations international drug
control conventions.
24. Single Convention on Narcotic Drugs of 1961, as amended by the 1972 Protocol amending the Single
Convention on Narcotic Drugs. — Art. 44.
25. Commentary on the Single Convention on Narcotic Drugs of 1961 + Commentary on the 1972
Amendment. — United Nations, New York, 1973. — p. 55.
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At the moment it was created, the main task of the Board
was to monitor and control the licit production, manufacture,
trade and consumption of narcotics, and prevent their
diversion into illicit traffic.
Speaking about the third objective, it is necessary to mention
that the Single Convention had a distinct prohibitionist
26
character. Although the Convention did not contain any
general prohibition of drug production, it clearly obligated the
drug use to be limited to scientific and medical purposes only.
Drug consumption in quasi-medical and recreational purposes
was therefore banned, including the traditional practices of
27
coca leaf chewing and the recreational use of cannabis. The
Parties for which such uses were "traditional" could delay the
implementation of such abolishment for the maximum
period
28
of 25 years; for others, prohibition was immediate.
In the 1960s, following the signing of the Single Convention,
drug use and abuse exploded around the world, most notably
in developed Western nations. In 1972, shortly after the U.S.
President Nixon declared a ‘war on drugs’, the Single
Convention was amended by the 1972 Protocol amending the
Single Convention on Narcotic Drugs. The Protocol continued
the prohibitive tradition of the international drug control
regime, additionally including a number of provisions
specifically designed to strengthen the mandate of the
26. Bewley-Taylor D. R. Challenging the UN drug control conventions: problems and possibilities //
International Journal of Drug Policy, 14 (2). – 2003. – pp. 171-179.
27. Single Convention on Narcotic Drugs of 1961, as amended by the 1972 Protocol amending the Single
Convention on Narcotic Drugs. — Art. 49.
28. Sinha J. The history and development of the leading international drug control conventions. – 2001.
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29

INCB.

The increase was especially noticeable in the emerging use
and availability of synthetic psychotropic substances created
since World War II, such as amphetamines, barbiturates, and
30
LSD. Constructed as a companion instrument to the Single
Convention, the Convention on Psychotropic Substances
31
was created in 1971, entering into force in 1976.
The 1971 Convention’s overall structure resembles the Single
Convention in the majority of its features, such as the drug
schedules system and penal provisions. However, a major
difference between the two Conventions is that the 32
1971
Convention imposes significantly weaker control measures. At
the same time, it provides a more thorough consideration of
the demand side of the worldwide drug abuse problem,
urging the countries to "take all practical measures for the
prevention of abuse of psychotropic substances and for the
early identification, treatment, education, after-care,
rehabilitation
and social reintegration of the persons
33
involved".
Another key difference between the two Conventions is
highlighted through a close comparison of the schedules.
29. A Century of International Drug Control. — p. 63.
30. Ibid.
31. Wesson D. R. Psychedelic Drugs, Hippie Counterculture, Speed and Phenobarbital Treatment of
Sedative-Hypnotic Dependence: A Journey to the Haight Ashbury in the Sixties // Journal of
Psychoactive Drugs, 43 (2). – 2011. – pp. 153-164.
32. Sinha J. The history and development of the leading international drug control conventions. – 2001.
33. Convention on Psychotropic Substances of 1971. — Art. 20.
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Previous drug control treaties, including the Single
Convention, always included not just the base substances, but
also extended control to include their salts, esters, ethers and
isomers, i.e., their derivatives. However, derivatives were
completely absent from the schedules of the 1971
34
Convention. As the derivatives account for 95% of the
substances created, 35 this drastically undermines the
Convention’s effectiveness.
With the 1971 Convention, the INCB received a powerful
sanction mechanism. If the Board believed that the aims of
the Convention were being seriously endangered by the
failure of a country to carry out the provisions, it could
recommend to the Parties, the ECOSOC and the CND that
they stop the export, import or both of particular
36
psychotropic substances from, or to, the country concerned .
Despite this fact, the overall outcome of the 1971 negotiations
was a treaty that
was weaker than the Single Convention in
37
many regards.
Тhroughout the 1970s and 1980s, numerous initiatives on
drug
3839
control were introduced on national and regional levels.

34. Sinha J. The history and development of the leading international drug control conventions. – 2001.
35. Ibid.
36. Convention on Psychotropic Substances of 1971. — Art. 19.
37. Sinha J. The history and development of the leading international drug control conventions. – 2001.
38. Ibid.
39. Gerstein D. R., Lewin L. S. Treating drug problems. A Study of the Evolution, Effectiveness, and
Financing of Public and Private Drug Treatment Systems // New England Journal of Medicine, 323 (12). –
1990. — pp. 844-848.
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In order to improve technical assistance for lower income
countries, the United Nations Fund for Drug Abuse Control
(UNFDAC) was created in 1972. However, at the same time the
non-medical use of cannabis, cocaine and heroin exploded in
the Western world, along with the international illicit drug
trafficking rapidly expanding into a multi-billion business
40
under control of organized criminal groups. As a response,
the UN convened another conference, and the 1988
Convention against Illicit Traffic in Narcotic Drugs and
Psychotropic Substances became the result of the
negotiations.
The main goal of the 1988 Convention was to add an
additional “trafficking-specific” block to the existing treaties,
complementing the international drug control system and
providing an important instrument of international criminal
law. The Convention also endeavors to harmonize the national
drug-related criminal laws around
the world in order to
41
decrease illicit drug trafficking.
The cornerstone of the 1988 Convention was the article
“Offences and Sanctions”, which required the Parties to
establish a code of criminal offences relating to the various
aspects of drug trafficking. The Convention provided a row
“mandatory offences”, including, inter alia, the production,
manufacture, distribution or sale of any narcotic drug or
psychotropic substance contrary to the provisions of the 1961
and 1971 Conventions, the possession or purchase of any
40. Jelsma M. The Development of International Drug Control: Lessons Learned and Strategic
Challenges for the Future. – Global Commission on Drug Policies, 2011.
41. Sinha J. The history and development of the leading international drug control conventions. – 2001.
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narcotic drug or psychotropic substance for the purpose of
illicit trafficking, and the organization, management or
42
financing of any of the above offences.
The 1988 Convention came into force in record time – just
under two years – and throughout the 1990s the war on
drugs continued in full force.

2.3. THE “UNGASS DECADES”: CURRENT
STATE OF THE GLOBAL PARTNERSHIP
From 1990 to the present days, the general framework for
international cooperation on drug control has been defined
by the resolutions adopted by the UN General Assembly at its
Special Sessions (UNGASS). The global problem of drug
abuse became one of the main topics for discussion at the
UNGASSs in 1990, 1998 and 2016.
The first UNGASS on drug abuse resulted in the “1990 Political
Declaration and Global Programme of Action on international
cooperation against illicit production, supply, demand,
trafficking and distribution of narcotic drugs and psychotropic
substances”. The Political Declaration re-stated the existing
wishes and aspirations for a society free of illicit drugs and
drug abuse, however, it didn’t acknowledge
any of the
43
shortcomings of the existing conventions.

42. United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances of
1988. — Art. 3.
43. Bridge J. et al. Edging forward: How the UN’s language on drugs has advanced since 1990 //
International Drug Policy Consortium, Transnational Institute & Global Drug Policy Observatory. – 2021.
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As a follow-up to the Declaration, the General Assembly
resolution entitled “Measures to strengthen international
cooperation against the illicit production, sale, demand, traffic
and distribution of narcotic drugs and psychotropic
substances and related activities” was adopted in 1993. It
didn’t offer any new strategies either, instead once again
calling on the member states to ratify and implement the
44
provisions of the international drug control treaties.
In 1991, the three drug control bodies — DND, UNFDAC and
INCB Secretariat — were incorporated under the umbrella of
the UN International Drug Control Programme (UNDCP),
45
making cooperation among the bodies significantly easier.
In 1997, the secretariats of the UNDCP and of the Centre for
International Crime Prevention (CICP) were unified in 1997.
This was done in recognition of the very close relationship
between crime, drugs and terrorism, primarily in the areas of
46
drug trafficking, organized crime and corruption. In 2002, the
new office was renamed the United Nations Office on Drugs
and Crime (UNODC).
However, in spite of all the progress made in tackling drug
trafficking and illicit drug trade on the international level, by
the end of the 1990s the prospect of
a “drug-free world”
47
seemed more distant than ever before.

44. Ibid.
45. A Century of International Drug Control. — p. 9.
46. Ibid.
47. Ibid, p. 71.
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Although some of the large drug networks had been
neutralized, drug trafficking was continuing at a high level,
performed by myriads of smaller and “dispersed” groups.
As a response to the worsening situation, another UNGASS
dedicated to tackling the world drug problem was held in
1998. Having worked through informal diplomacy since 1988,
Mexico pressed for an international conference to review all
of the main Conventions, emphasizing that the Single
Convention had been written more than thirty years ago and
needs to be reformed significantly. Many countries, the group
of 77 in particular, wanted to create a new convention on
demand reduction. However, all of those endeavors were48
resisted by the US, the UK and many others of the WEOG
49
group. As a result, the UNGASS 1998 failed to reevaluate any
of the drug control treaties, choosing an approach of
restating countries’ commitment to the principles of the
Conventions.
A list of measures on reducing the drug demand was
reflected in the unanimously adopted “Guiding Principles on
Demand Reduction” Declaration. Other measures to enhance
international cooperation (mentioned in the Political
Declaration) included judicial cooperation, countering money
laundering, controlling precursors and two Action Plans:

48. Western European and Other Governments group; comprises all of Western Europe, Australia,
Canada and New Zealand. Although the USA does not belong to any regional group, it attends WEOG
meetings.
49. Fazey C. S. J. The Commission on Narcotic Drugs and the United Nations International Drug Control
Programme: politics, policies and prospect for change // International Journal of Drug Policy, 14 (2). 2003. – pp. 155-169.
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Action plan on international cooperation on the
eradication of illicit drug crops and on alternative
development;
Action plan against manufacture, trafficking and abuse of
amphetamine-type stimulants and their precursors.
The latter was one of the first UN documents to address the
emerging problems related to the Internet.50
The member states of the UNGASS 1998 set 2008 as a target
date for a “drug-free world”. However, over the following
decade drug abuse continued to “pose a serious threat to the
51
health, safety and well-being of all humanity ”, and the 2009
Political Declaration of the high-level segment of the CND
extended that deadline to 2019. The audacious goals of a
“drug-free world” would be gradually abandoned since 2014,
switching to the strategies of containment and stability in
52
drug control rather than complete elimination.
In 2015, the future development framework entitled
“Sustainable Development Goals” (SDGs) was developed by
the UN General Assembly for the next 15 years. The world
drug problem is reflected in the SDGs 3 (target 3.5), 15 (target
15.5) and 16 (target 16.4), which
are particularly intertwined
53
with international drug control.
50. A Century of International Drug Control. — p. 76.
51. Political Declaration and Plan of Action on International Cooperation towards an Integrated and
Balanced Strategy to Counter the World Drug Problem. — High-level segment Commission on Narcotic
Drugs, Vienna, 11-12 March 2009.
52. Bridge J. et al. Edging forward: How the UN’s language on drugs has advanced since 1990 //
International Drug Policy Consortium, Transnational Institute & Global Drug Policy Observatory. – 2021.
53. A/RES/70/1. Transforming our World: The 2030 Agenda for Sustainable Development. — United
Nations, 2015.
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The third UNGASS on drugs was held in 2016. The call for it
came four years before, in October 2012, when the
governments of Colombia, Guatemala and Mexico issued a
joint declaration calling for another UNGASS to be held on the
urgent issue of drug policy.54 Going away from the “total war
on drugs” rhetoric, the UNGASS 2016 Outcome Document
heralded a shift towards human rights, health and
development, linking drug policies to the SDGs. The UNGASS
2016 negotiations, however, revealed the growing divergence
among the member states on the matter of drug control (one
of the major stumbling blocks being cannabis regulation),
which was described by the Executive Director of UNODC as
55
a “very broad consensus.”
As a whole, the UNGASS process has set the stage for more
substantial changes at the high-level meeting in 2019, in
relation to human rights, the Sustainable Development Goals,
regulated cannabis markets and improving the functioning
56
and coherence of the global drug control system. Taking
stock of the previous decades, the 2019 Ministerial
Declaration acknowledged a row of persistent and emerging
challenges, covering, inter alia, the expansion of drug markets
and illicit trafficking, the unavailability of internationally
controlled substances for medical and scientific purposes,
increased deaths related to drug use, high transmission of HIV
and hepatitis C, the rise in synthetic opioids, the lack of
reliable data, and the recognition that drug policies
54. The United Nations General Assembly Special Session (UNGASS) on the World Drug Problem.
Report of Proceedings. — International Drug Policy Consortium, September 2016.
55. Bewley-Taylor D., Jelsma M. UNGASS 2016: A broken or broad consensus // Drug policy briefing, 45.
– 2016. — pp. 1-12.
56. Ibid.
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a‘not in conformity with applicable international human rights
57
obligations’ pose a challenge.
In the same year, the WHO (World Health Organization)
released its recommendations to reschedule cannabis and
cannabis-related substances, based on the WHO Expert
Committee on Drug Dependence’s critical review of cannabis
and cannabis-related substances. In December 2020, the CND
finally voted to adopt the WHO recommendation to remove
cannabis from Schedule IV of the Single Convention (see
figure 2).58

rd

Figure 2. Vote at the CND 63 Session to remove cannabis
from Schedule IV of the 1961 Convention 59

57. Commission on Narcotic Drugs. Ministerial declaration on strengthening our actions at the
national, regional and international levels to accelerate the implementation of our joint commitments
to address and counter the world drug problem. – 2019.
58. Taking Stock of Half a Decade of Drug Policy: An Evaluation of UNGASS Implementation. —
International Drug Policy Consortium, 2021.
59. Ibid.
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The long ‘stocktaking’ paragraph of the 2019 Ministerial
Declaration has since shaped the CND’s work plan of thematic
sessions to discuss each challenge in detail between 2019 and
2023, defining the current international drug control policy
trends of the United Nations.
Today, there remains much work to be done to deliver an
international drug policy that is truly based on public health,
development and human rights. However, there is much
progress, in particular in the 2016 UNGASS Outcome
Document, that now needs to be consolidated, repeated and
60
further developed in the coming years.

60. Bridge J. et al. Edging forward: How the UN’s language on drugs has advanced since 1990 //
International Drug Policy Consortium, Transnational Institute & Global Drug Policy Observatory. – 2021.
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CHAPTER 3. OVERVIEW OF THE
GLOBAL ILLEGAL DRUG SUPPLY
AND DEMAND
The overall drug use around the world is still on the rise. In
2009, the estimated 210 million drug users represented 4.8%
of the global population aged 15‒64, compared with the
61
estimated 269 million users in 2018, or 5.3% of the population.
The increase in web-based sales over the last decades and
rapid development of cryptocurrencies have significantly
facilitated the illegal drug trade, resulting in the drug sales
over the darknet markets quadrupling since 2011 and being
62
estimated at 315 million USD in 2021.

Cannabis
In the overall structure of widely used narcotic substances,
cannabis remains the most used, followed by opioids and
amphetamine-type stimulants. Roughly 200 million people
used cannabis in 2019, representing approximately 4% of the
global population. The highest figure is in North America
(14.5%), the lowest — in Asia (2%). Over the past decade,
the
63
number of cannabis users has increased by nearly 18%.
Cannabis legalization is one of the current trends in highincome countries, along with the change of young people’s
perception of its impact on health. As a result, cannabis is
widely used by young people. According to the survey
61. UNODC World Drug Report 2020.
62. UNODC World Drug Report 2021.
63. Ibid.
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conveyed by the UNODC in 130 countries of the world, 13.8
million, or 5.6 per cent of young people aged 15–16, used
cannabis at least once in the past year. The highest figure is in
Europe, where the past-year rate was 13.9%, in the Americas
(11.6%) and in Oceania (11.4%). In Africa, 6.6% of the 15-16 age
group used cannabis in the previous year. The lowest figure —
2.7% — was detected among the Asian states.64
As for the global illicit cannabis production, no precise data
are currently available on the global illicit cultivation. However,
qualitative information suggests an overall expansion
between 2010-2019. The potency of the cannabis herb itself is
increasing as well: the concentration of ∆9-THC, the narcotic
substance responsible for the cannabis psychoactive effects,
65
has risen four times in the cannabis herb since 1995.

Cocaine
In 2019, approximately 20 million people worldwide used
cocaine, comprising 0.4% of the global population. Over the
past decade, the number of people using the drug has risen
by 22%. The highest prevalence rates are observed in Europe
and Oceania (2.7%, mostly in the Australia and New Zealand
66
subregion), the lowest — in Asia (0.07% of the population).
Global manufacture of cocaine doubled in output between
2014 and 2019 and reached 1,784 tons, which is the highest
level ever recorded.

64. Report of the International Narcotics Control Board for 2019.
65. UNODC World Drug Report 2021.
66. Ibid.
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Opioids
Over the past decade, the number of people who use opioids
for non-medical purposes has doubled. In 2019,
approximately 62 million people used opioids, which
corresponds to 1.2% of the global population. The rapid
increase was mainly accelerated by the growth of opioid
trade in Asia and Africa. The highest prevalence rate is
currently
in North America (3.6%), the lowest — in Europe,
67
0.8%.
Over the last 20 years, both opium production and opiate
seizures have shown an upward trend. The main opium
production areas in Aria account for three quarters of the
opiates seized, but in the recent years since 2016, the quantity
of heroin seized in Europe has tripled, and now Europe
corresponds to 27% of the global total seizures.
Opioids overdose, primarily heroin and fentanyl, accounted
for 50,000 deaths in the United States in 2019. An
unprecedented spike in opioid overdose deaths has been
68
observed since the beginning of the COVID-19 pandemic.

Amphetamine-type stimulants
The use of amphetamine-type stimulants varies in different
regions. Non-medical use of methamphetamine and other
stimulants is most common in North America (2.3% of the
population), and amphetamine is much more distributed in
Western Europe, as well as in the Near and Middle East.
67. Ibid.
68. Ibid.
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An estimated 27 million people used amphetamine-type
stimulants for non-medical purposes in 2019, which stands for
0.5% of the global population. The lowest figure is observed in
the African countries, however, the data from the continent is
not yet consistent.
One of the most common amphetamine-type stimulants is
the so-called “ecstasy”. In the past year, nearly 20 million
people worldwide used ecstasy at least once. The popularity
of stimulants causes major HIV outbreaks in the regions
affected.

Psychotropic substances
Psychotropic substances markets are becoming increasingly
complex. In 2018, 541 new psychotropic substances (NPS)
were found on the national markets of Member States.
However, the market for NPS is in a constant state of flux:
newly emerging substances constantly replace the outdated
ones.
While declining in high-income countries, the use of NPS is
currently exploding in middle- and low-income states,
especially in those where drug control systems are weaker.
Addressing the threat of NPS is a great challenge for the law
enforcement system, primarily due to the market’s
instability
69
and constant production of new substances.

69. Report of the International Narcotics Control Board for 2019.
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Current regional trends in the global drug consumption
The structure of the global drug consumption is changing: for
instance, the number of drug users in low-income countries in
Africa is projected to rise by 40% by 2030.
In Central Asia and the Russian Federation, synthetic drugs
are reported to be actively replacing opiates: while the
amount of opiates intercepted by the Russian authorities fell
by roughly 80%, the detection of clandestine drug synthesis
laboratories has risen by 70% in three years from 2015 to 2018.
In Afghanistan and Iraq, the methamphetamine market and
production are rapidly rising. The manufacturing apparently
started in 2014, and is rising ever since. The amount of
methamphetamine seized in Afghanistan in the first six
months of 2019 was 657 kg, which signals a huge leap on the
70
previous years.
Post-COVID-19 economic crisis is expected to have a great
impact on drug markets, including expanded drug cultivation
(due to food insecurity) and increased drug use as a coping
71
mechanism . The youth is particularly vulnerable to
substance abuse and subsequent health consequences.

70. Afghanistan, home to the heroin trade, moves into meth. — BBC News, 24 November 2020.
71. UNODC Report on the Impact of COVID-19 on Organized Crime. — United Nations Office on Drugs
and Crime, 2020.
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CHAPTER 4. COMBATING
TRANSBOUNDARY TRAFFICKING
The world drug problem has been exacerbated by the
changes that swept across the world economic system.
Globalization, the liberalization of international markets and
the suppression of borders provide a new environment that
has paved the way for the flourishing drug trade. The
development of satellite communications and other technical
advancements have helped to endow trafficking networks
with new and efficient working tools. That has helped them to
72
adapt and better exploit the world economic system.
Globalization is an overarching phenomenon that has
generated new legal loopholes due to incomplete
harmonization of international law, including for the
transnational organized crime activities (TOC). In particular,
global integration has affected the logistics of transportation
and subsequent distribution of narcotics in the territories of
closely situated countries. Thus, it is possible to talk about
merger of domestic markets for illicit substances and their
expansion beyond the borders of a single state. Expansion of
distribution channels and cross-border routes have allowed
large manufacturers to cooperate with smugglers and smaller
distributors globally, successfully establishing supplies to
different regions, thereby increasing volumes and net
incomes from exporting banned production.
72. Effects of Globalization, Market Liberalization, Poverty on World Drug Problem among Issues
Raised
at
Assembly
Special
Session,
Press
Release
GA/9416,
1998
https://www.un.org/press/en/1998/19980609.ga9416.html#:~:text=In%20the%20age%20of%20globaliza
tion,industrialized%20countries%20were%20also%20affected.&text=Those%20circumstances%20make
%20the%20 country's,money%Laundering%20and%20drug%20 trafficking.
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In this chapter, a few examples are provided in order to
demonstrate how transboundary drug trade is being carried
out and how consolidation efforts of neighbour states
contribute to tackling implications of economic convergence.

4.1. SECURITY AND BORDER POLICY
BETWEEN RUSSIA AND KAZAKHSTAN
After the collapse of the Soviet Union, the former republics
faced the challenge of securing their borders and combating
the smuggling of contraband. The Russian border, which has
the longest length, has experienced pressure on building an
effective anti-drug policy against cross-border organized
crime.
A large part of drugs are transported to Russia and other EU
countries via the so-called "northern route”, which includes
73
Tajikistan, Kyrgyzstan and part of Turkmenistan. The RussianKazakh border acts as a key entry point for onward trafficking,
but the distribution across markets is uneven - only 30% of
imported drugs settle in Kazakhstan, while 70% are
transported onward, with the overwhelming share going to
74
Russia. The scale of drug trafficking across the RussianKazakhstan border is demonstrated to some extent by the
statistics on apprehensions. Between 1997 and 2003, over 3.5
tonnes of drugs were stopped, including 1 tonne of heroin. In
2004, Russian border guards in the same
area seized 416 kg of
75
narcotics, including 100 kg of heroin.
73. The silk route of the Afghan poppy, Russia Beyond,
https://www.rbth.com/articles/2010/06/09/silk_rout_afghan_poppy.html

June

2010.

URL:

74. Ashimbayev M. Drug-sector society: state, problems, experience of interaction, Analytical Review 2004.
75. Interfax-Ural, December 2004.
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It should be noted that Kazakhstan has also made some
progress in the fight against drug trafficking in recent years,
with the most notable progress being made in stemming
smuggling. In 2004, 1,769 kg were seized at the borders,
76
compared to 1,925 kg in 2003.
The problem of drug trafficking in the areas of the RussianKazakh border is primarily related to the production of drugs
in post-Soviet Central Asia and neighboring Afghanistan.
Accounting for one-fifth of the world’s opium market
estimated at USD 65 billion, Russia is the world’s largest
heroin consumer, all of it flowing from Afghanistan through
77
Central Asia.
78

Anti-drug policy in Russia is based on the strengthening of
restrictive measures, tightening of existing legislation, and is
generally aimed at the use of law enforcement methods
and national structures. The key condition for effective law
enforcement measures is in very close cooperation between
corresponding agencies of Russia and Kazakhstan.
Within this cooperation joint and co-financed programs, that
would complicate functioning of the main trafficking routes
and illegal wholesale markets in Kazakhstan should have the
highest priority. Unification of standards and priorities within
national anti-narcotic policies can contribute essentially to the
effectiveness of joint measures.
76. Analysis of statistical data from the Ministry of Internal Affairs of the Republic of Kazakhstan, 2005.
77. Tackling the Illicit Drug Trade: Perspectives From Russia, Russian Council, September 2020. URL:
https://russiancouncil.ru/en/analytics-and-comments/columns/eurasian-policy/tackling-the-illicit-drugtrade-perspectives-from-russia/
78. Russian State Antidrug Policy. URL:
https://www.eegyn.com/pdf/Russian%20State%20Antidrug%20Policy%20Strategy.pdf
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4.2. MÉRIDA INITIATIVE OR
PLAN MEXICO
In the U.S.-Mexico experience, there are relevant lessons for
countries engaged in cooperative counternarcotics efforts.
The primary lesson learned is that the illegal drug market has
metastasized at the cost of thousands of lost lives and billions
of dollars. A second lesson is that bilateral and multilateral
79
efforts are key in the crusade against drugs.
The Merida Initiative is an unprecedented partnership
between the United States and Mexico to fight organized
crime and associated violence while furthering respect for
human rights and the rule of law. The Mérida Initiative (or Plan
Mexico) was signed in October 2007, and in the document it
was stated that the U.S. pledged to provide Mexico with $1.5
billion worth of equipment to fight drug cartels beginning in
80
2008.
Based on principles of common and shared responsibility,
mutual trust, and respect for sovereign independence, the
two countries’ efforts have built confidence that is
81
transforming the bilateral relationship.

79. Mexico and the United States: Neighbors Confront Drug Trafficking, NIJ Publications
https://www.ojp.gov/pdffiles1/nij/218561.pdf
80. .Mexico, Drug Cartels, and the Merida Initiative: A Fight We Cannot Afford to Lose, The heritage
Foundation, 2008. URL: https://www.heritage.org/americas/report/mexico-drug-cartels-and-themerida-initiative-fight-we-cannotafford-lose
81.
U.S.
Department
of
State,
2017.state.gov/j/inl/merida/index.htm
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Content
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https://2009-

82. Mexico: Evolution of the Mérida Initiative, 2007-2021, Congressional Research Service, January 2021
https://fas.org/sgp/crs/row/IF10578.pdf
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In 2011, the U.S. and Mexican governments broadened the
scope of bilateral efforts under four pillars that prioritized
82
institution building:
Combating transnational criminal organizations through
intelligence sharing and law enforcement operations;
Institutionalizing the rule of law while protecting human
rights through justice sector reform, forensic equipment
and training, and police and corrections reform;
Creating a 21st-century U.S.-Mexican border while
improving immigration enforcement in Mexico;
Building strong and resilient communities by piloting
approaches to address root causes of violence,reduce
drug demand, and build a “culture of lawfulness” through
education programs.
U.S. technology and training under pillar one supported
Mexican intelligence-gathering and information-sharing
efforts, including biometrics and telecommunications. Under
pillar two, U.S. agencies provided more than $400 million in
training, courtroom infrastructure, and technical assistance to
support Mexico’s transition to an accusatorial justice system
at the federal and state levels. Pillar three expanded beyond
efforts to modernize the U.S.-Mexican border to include more
than $100 million in training and equipment for securing
Mexico’s southern border. Under pillar four, the U.S. Agency
for International Development (USAID) implemented $25
million in human rights
programs and $90 million in crime
83
prevention projects.
Thus far, the major successes of these efforts include a ste83. Ibid.
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ady stream of arrests and extraditions targeting organized
crime, as well as record seizures of drugs, guns, and cash. 84

4.3. SHANGHAI COOPERATION
ORGANIZATION
In addition to the competent organs of the United Nations,
many international organizations that form regional
associations on a territorial basis are engaged in combating
illicit drug trafficking. One of the key actors regulating crossborder trade in raw materials and finished drug supplies in
Central Asia is the Shanghai Cooperation Organization
85
(SCO) , which includes the Shanghai Five - China, Kazakhstan,
Kyrgyzstan, Russia, Tajikistan and Uzbekistan - as well as new
full members India and Pakistan. The common legal and
regulatory framework developed on the grounds of 2004
Agreement on Cooperation between SCO Member States in
Combating Illicit Trafficking
of Drugs, Psychotropic
86
Substances and Precursors , together with a strong
institutional component, provide the basis for an anti-drug
policy that includes a wide range of preventive, medical and
rehabilitative measures.
The "Alliance of the East" was established as a multilateral
association to ensure security and maintain stability across
84. Drug Trafficking Organizations and Counter-Drug Strategies in the U.S.-Mexican Context, Tráfico de
drogas
y
seguridad
en
México,
January
2010,
https://www.researchgate.net/publication/46440778_Drug_Trafficking_Organizations_and_CounterDrug_Strategies_in_the_US-Mexican_Context
85. Official website. URL: http://eng.sectsco.org/
86. The agreement between state members of the Shanghai Cooperation Organization on cooperation
in fight against drug trafficking, psychotropic substances and their precursors, June 2004 https://cislegislation.com/document.fwx?rgn=6907
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87

across the vast Eurasian region. By adhering to the principles
of openness to dialogue and willingness to cooperate, the
organization has been successful in combating drug
trafficking within and between Member States.
The organization takes the lead in developing joint strategies
on border security in the transportation of imported and
exported goods, including the detection and seizure of
contraband and illicit drugs, as well as the monitoring of
customs controls and the enforcement of relevant legislation.
Cooperative projects between the SCO and the UN have
greatly
contributed
to
strengthening
international
coordination and countering security threats. During the
High-level Special Event on "The United Nations and the
Shanghai Cooperation Organization: Jointly Countering
88
Challenges and Threats,” in November 2016 in New York ,
heads of Member States reaffirmed their intentions in a
collaborative manner towards tackling international organized
89
crime issues.
Moreover, the 63rd session of the Commission on Narcotic
Drugs in Vienna in 2017 addressed the issue of illicit activities
on the dark side of the Internet and the development of
additional actions to respond to new challenges and risks.
A three-level mechanism of regular consultations by the rele87. Financial Daily, Director General, Press Information
https://thefinancialdaily.com/shanghai-cooperation-organization/

Department

(PID),

Karachi

88. Remarks at High-level Special Event on "The United Nations and the Shanghai Cooperation
Organization:
Jointly
Countering
Challenges
and
Threats",
November
2016,
https://www.un.org/sg/en/content/sg/speeches/2016-11-22-0
89. The Role of the Shanghai Cooperation Organization in Counteracting Threats to Peace and Security
https://www.un.org/en/chronicle/article/role-shanghai-cooperation-organization-counteractingthreats-peace-and-security
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vant national agencies implementsthe renewed SCO anti-drug
strategy and its program. Due to their joint effort, up to 40%
of illegally trafficked opioids have been seized throughout all
90
of Eurasia.

90.
SCO
prioritizes
battle
https://tass.com/economy/1171985
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CHAPTER 5. FIGHTING DARKNET
MARKETS
Rapid advances in information technology have
fundamentally altered the structure and size of drug
trafficking and distribution, facilitating the market's primary
objective of bringing the buyer and seller together in a single
marketplace.
The emergence of darknet markets, or cryptomarkets, has
created additional opportunities for the expansion of virtual
criminal communities where information and resources are
exchanged, untraceable transactions are made and
contraband is sold. Unsophisticated mechanisms for
accessing hidden parts of the Internet and encrypted
communication channels are highly welcomed among
ordinary consumers, bribing them with low risks of leakage to
91
be identified and the ease of use of technology.
The distinctive features of dark web platforms are a high
degree of anonymity and security of transmitted data,
which makes it difficult to detect and track illegal activities.
The web environments developed to sell drugs are not only
invulnerable, but also easy to replicate, so that when major
vendors are shut down, there is a high probability that they
will be transferred to another platform and continue
operation under another account. It is a priority for law
enforcement to develop a comprehensive strategy for
securing cyberspace and addressing emerging platforms
91. Drugs and the Darknet: PA Growing Threat to Health and Security, EUROPOL, November 2017
https://www.europol.europa.eu/newsroom/news/drugs-and-darknet-growing-threat-to-health-andsecurity

44

in a timely manner without subsequent resumptions. Law
enforcement strategies are primarily focused on market
disruption, which includes reducing trust around anonymity,
as well as the identification, arrest and prosecution of sellers
92
in cryptomarkets.
The dynamic nature of online markets, with their ability to
evolve to counter threats and exploit new opportunities,
means that enhanced monitoring capacity in this area is
crucial to ensure that responses keep pace with
93
developments.

5.1. SILK ROAD TAKE DOWN
The first site, which existed for about three years from 2011 to
2013, was Silk Road, which was also the first major anonymous
marketplace that operated on the dark side of the Internet. It
functioned like the famous Amazon, providing illicit goods, the
bulk of which (70%) were drugs. 94 As the site's creator, Ross
Ulbricht, who was convicted of large-scale drug dealing and
money laundering and imprisoned for life, described his
95
project, it was created to "give people freedom and choice" ,
thereby creating a free self-regulated market. The platform
was based on two key elements - the use of the highly secure
92. Cryptomarkets and the future of illicit drug markets, EMCDDA, January 2016
https://www.researchgate.net/publication/296008837_Cryptomarkets_and_the_future_of_illicit_drug_
markets
93. Drugs and the Darknet: Perspectives for Enforcement, Research and Policy, EUROPOL, November
2017 https://www.europol.europa.eu/newsroom/news/drugs-and-darknet-growing-threat-to-healthand-security
94. https://cointelegraph.com/tags/silk-road
95. Silk Road Case: The Real, Untold Story. URL:https://freeross.org/real-untold-story/
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Bitcoin cryptocurrency and the open-source onion routing
software Tor.96 Simply put, Tor is a browser, a system of proxy
servers or an anonymous network of virtual tunnels that
provides encrypted data transmission. Bitcoin, in turn, allowed
any financial transactions anonymously, and its attachment to
the dollar and a fixed value at the time of the future
transaction between the buyer and the seller (hedging), made
the cryptocurrency more stable.
However, the Bitcoin-Tor-Silk Road idyll could not last forever.
On 5 June 2011, New York State Senator Chuck Schumer
called on law enforcement agencies to shut down the Silk
Road. At the time, he also described bitcoin as a money
laundering technique and called it a tool for criminals.97 In the
fall of 2011, Homeland Security agents in Maryland launched an
investigation into the Silk Road. The operation was
subsequently named "Marco Polo" in reference to the drug
market's historical namesake.98 In 2013, a lower bound for the
revenue generated on Silk Road was estimated at 1.2 million
USD in monthly sales.99
Subsequently, it was found that revenue had increased by

96. Inside Darknet: the takedown of Silk Road, Marie-Helen Maras, Centre for Crime and Justice Studies,
2013.
URL: https://www.crimeandjustice.org.uk/sites/crimeandjustice.org.uk/files/09627251.2014.984541.pdf
97.https://www.techdirt.com/articles/20110605/22322814558/senator-schumer-says-bitcoin-is-moneylaundering.shtml
98. How the Feds Took Down the
https://www.wired.com/2013/11/silk-road/
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2013.
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99. N. Christin: Traveling the Silk Road: A measurement analysis of a large anonymous online
marketplace. - 2013.
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100

more than 600% in the course of the 15 months. In the same
year of 2013, the marketplace offered more than 300 kinds of
goods, and at the moment of the site's closure, over 144
thousand bitcoins were seized with an estimated value of
101
about $34 million.

5.2. ALPHABAY SEIZURE
The AlphaBay marketplace was launched in 2014 and was
seizured in 2017. According to publicly available information
on AlphaBay prior to its takedown, one AlphaBay staff
member claimed that it serviced over 200,000 users and
40,000 vendors. Around the time of takedown, there were
over 250,000 listings for illegal drugs and toxic chemicals on
AlphaBay.102 By comparison, the Silk Road dark market—the
largest such enterprise of its kind before it was shut down in
2013—had approximately 14,000 listings.
AlphaBay went down on July 4, 2017 and sellers fled to the
second biggest drug market Hansa, only to find out Thursday
that police were monitoring it as well. 103

100. J. Aldridge., D. De´ cary-He´tu: Not an ‘Ebay for Drugs’: The cryptomarket ‘Silk
Road’ as a paradigm shifting criminal innovation. https://poseidon01.ssrn.com/delivery.php?
ID=295096073027112076075089113103113107055064063038093061070012094027073101081003117023
041124051002057017044100125066084025102030017010070089022088094092114026085085125059
006082107027004011095098024018020094025123111107117022006105109013080030064064096093&
EXT=pdf&INDEX=TRUE
101. https://www.investopedia.com/terms/s/silk-road.asp
102.
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Department
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URL:

103. AlphaBay, the biggest illegal drugs marketplace in internet history, shut down by the Justice
Department, Daily Mail, 2017.
URL:
https://www.dailymail.co.uk/news/article-4714656/Justice-Dept-announces-takedown-onlinedrug-marketplace.html
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The Dutch law enforcement has been strengthening its
cooperation with the U.S authorities and fighting against
online criminal activity. Support for the operation was
provided by Thailand, where the arrested creator and site
administrator Alexandre Cazes resided, as well as the
Netherlands, Lithuania, Canada and Europol, which took a
central coordinating role in the investigation and
enforcement.
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CONCLUSION
The world in its current state is, beyond doubt, nowhere near
to completely resolving the world drug problem. Both the
range of drugs and drug markets are currently expanding and
diversifying. Abuse, illicit cultivation and manufacture of
narcotic drugs and psychotropic substances, as well as the
illicit trafficking in those substances and precursors, have
reached record levels.
Constant drastic changes in the world illicit drug production,
trade and distribution necessitate re-evaluation of the
existing international drug control treaties, some of which
were written more than half a century ago and lack provisions
devoted to drug demand reduction. Moreover, the current
conventions on drug control are often criticised for restricting
countries’ own initiatives and policy experimentations, which
significantly undermines the international drug control
system, since flexibility is crucial to control something as
unstable and emergent as the modern drug trade. Therefore,
there still remains much work to be done to deliver an
effective international drug policy.
Another important issue is the serious threat drug abuse
poses to public health. Drug abuse contributes to the
transmission of HIV, the hepatitis C virus and other bloodborne diseases, and the adverse health consequences of and
risks associated with new psychoactive substances have
reached alarming levels as well. These current problems must
be considered and dealt with, which necessitates further
cooperation with WHO and other health organizations.
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The global drugs market is constantly evolving at a rapid,
unprecedented speed. Tackling the world drug problem in
the 21st century is impossible without stable international
cooperation systems and up-to-date databases for scientific
research and law enforcement. There is a pressing need to
enhance the effectiveness
of analytical research,
investigation and prosecution activities with a focus on early
detection and prevention of attempts to undertake illegal
businesses. Given the quick advancement of online
communication technologies and the creation of free
customs zones, governments are challenged to stay ahead of
criminal activity and endeavor to timely implement
appropriate measures to address security threats of
transnational organized crimes, which include trafficking in
illicit drugs.
The global drug control regime has not always recognized
developmental approaches to be a relevant component
within the pillars of the UN drug control system. Today,
however, it is unequivocal that development-oriented
thinking is the only way to reach progress and stability and to
eradicate illicit drug abuse. The problem of illicit drug
production and worldwide distribution requires additional
efforts by the global community and significant investments
by public and private sector stakeholders.
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